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INTRODUCTION

the first user study to compare a heterogeneous collection of
web-authentication systems.

There is a constant flow of new authentication schemes proposed in the literature. In the past, most proposed schemes
were not evaluated empirically, though in recent years there
has been an increase in the number of authentication systems that have undergone a user study. Still, most of these
user studies employ ad-hoc metrics (e.g., task completion
time) and a unique scenario. Bonneau et al. [2] included usability criteria in their heuristic evaluation of various types
of web authentication mechanisms.

Evaluating each system using common metrics and scenarios
provided a stronger basis for directly comparing their usability. Our results showed that users prefer federated, single
sign-on and Snap2Pass. Our results also demonstrated that
several authentication proposals (SAW, Hatchet, WebTicket)
were rated as less usable than existing password-based authentication schemes. Interestingly, WebTicket had previously been evaluated with a user study, and our study found
the same usability benefits and pitfalls. What our study
added was an understanding of where WebTicket fit in the
greater ecosystem of authentication schemes; precisely the
benefit provided by comparing systems in a standardized
manner.

The use of ad hoc and disparate metrics and scenarios makes
it difficult to compare the relative merit of these various
proposals. This produces disjointed results that hinder our
ability to make more rapid, scientific progress toward usable authentication systems. Based on our experience, we
believe that the community would benefit significantly from
the adoption of standard metrics and scenarios for use in the
empirical evaluation of authentication schemes.

2.

2.1

Standard Metrics

Some metrics used in prior studies include task completion
time, error rates, and recall rates. We promote the use of
the System Usability Scale (SUS) as a standard metric for
calculating the relative usability of authentication schemes.
SUS [3, 4] is a standard metric from the usability literature,
and has been used in hundreds of usability studies [1]. Our
experience has also shown that a system’s SUS score is consistent across different sets of users [8]. Moreover, Tullis and
Stetson compare SUS to four other usability metrics (three
standard metrics from the usability literature and their own
proprietary measure) and determined that SUS gives the
most reliable results [10].

DIRECT COMPARISON

Adoption of standard metrics and scenarios in usability studies of authentication systems would allow the results to be
directly compared. This would bring value to the community
by allowing us to determine whether we are making systematic progress towards more usable and secure authentication,
or whether we are all just “spinning our wheels.”
Our opinions are based on our study comparing the usability
of seven web authentication systems [9]. The systems span
three categories: federated single sign-on (Google OAuth
2.0, Facebook Connect, Mozilla Personas), email-based identification and authentication [6] (SAW [11], Hatchet [9]), and
QR-code-based (WebTicket [7], Snap2Pass [5]).

The SUS metric is a single numeric score from 0, the least
usable, to 100, the most usable, that provides a rough estimate of a system’s overall usability. To calculate a system’s
SUS score, participants first interact with the system and
then answer ten questions relating to their experience . Answers are given using a five-point Likert scale (strongly agree
to strongly disagree). The questions alternate between positive and negative statements about the system being tested.
Participants’ answers are assigned a scalar value and then
summed to produce the overall SUS score, and the system
with the highest average SUS score is the most usable.

Our usability studies were organized in a tournament structure. In the preliminary round, we conducted within-subject
tests for all the systems in a single category (e.g., federated).
The winner from each category advanced to a championship
round where we conducted a within-subjects usability test
of three heterogeneous systems. To our knowledge, this was

SUS produces a numeric score for a non-numeric measure
(i.e., usability), making it difficult to intuitively understand
how usable a system is based solely on its SUS score. As
part of an empirical evaluation of SUS, Bangor et al. [1]
reviewed SUS evaluations of 206 different systems and compared these scores against objective measurements of the
various systems’ success in order to derive adjective-based
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Figure 1: Adjective-based ratings to help interpret SUS scores
ratings for SUS scores. We have summarized these ratings
and their correlation to SUS scores in Figure 1.

conduct usability studies; such studies will have a stronger
basis for comparison across systems. Widespread adoption
of these recommendations has the potential to significantly
enhance our effort as a community to identify and focus on
authentication systems that have the strongest potential to
be usable.

In our study, we found that SUS was a strong predictor
of participants’ preferred authentication schemes, and was
consistent across multiple studies. As such, SUS is a promising standard metric for comparing authentication schemes.
However, SUS was not designed for usable security. One
potential direction is to extend SUS with questions targeted
toward usable security. At the workshop, we are interested
in comparing our experiences to others that have used standard metrics, and also discussing the pros and cons of the
various standard metrics that are available.

2.2

4.

Standard Scenarios

As part of our web authentication user studies, we built
two websites: a forum website where users could get help
with smartphones,1 and a bank website.2 We chose these
two types of websites because they represented diametrically
different information assurance needs. We then tested each
of the seven systems in the context of these websites. The
reason for doing this was to limit the number of confounding
factors. The only differences between the systems were due
to authentication system details and not the application.
We have made the source code for these websites publicly
available3 so that others can re-use them to test other authentication systems. The sharing of implementations of
compelling use case scenarios can reduce the start-up costs
to run usability studies for new authentication system proposals. We are interested in identifying alternative scenarios
for web-based authentication, as well as compelling scenarios
for emerging forms of authentication.

3.
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RECOMMENDATIONS

Based on our experience, we propose that usability studies
incorporate standard metrics like SUS for vetting all new
authentication proposals. In the case of SUS, we recommend that new authentication systems should exceed a baseline SUS score of 68 before receiving serious consideration.4
This will provide a basis to make cross-system comparisons
and establish a minimum threshold for vetting new proposals. Any new system proposal that fails to achieve a sufficiently high average usability rating is very unlikely to see
widespread adoption.
We should also design standard scenarios and make implementations available to researchers to reduce the effort to
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https://forums.isrl.byu.edu
https://bank.isrl.byu.edu
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https://bitbucket.org/isrlauth/battle-website
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This is based on the SUS scores of the systems from our
study.
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